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Abstract—In this current era, the demand for smart homes,
cities, etc. is now increasing exponentially. Thereby, the loT
(Internet of Things) has an remarkable potential, impact, and
growth. However, these loT-enabled devices are often hacked
and compromised. Typically, these devices have a limitation in
computation, storage capacity, and network access. Therefore,
they often become vulnerable to attacks. In this paper, we present
a survey regarding major security issues often seen in these loT
devices. In the present work, firstly, the popular security issues
regarding the 10T layered architecture, protocols for networking,
communications, and management are categorized. Next, an
outline of the security requirements and existing solutions for
the attacks are discussed. We also mapped the problems and
corresponding solutions found in the existing literature. The paper
also provides the challenges and open research problems for 1oT
security.

I. INTRODUCTION

Nowadays, smart homes, smart cities are adequate and de-
manding for everyone. Smart devices and high-speed networks
have grown rapidly and the Internet of Things (loT) is also
widely applied in daily life. To connect and exchange data with
other devices and systems over the internet Internet of Things
is introduced. IoT is a network of physical objects, “things”
embedded with sensors, software, and other technologies. The
device can be controlled from a remote location to perform
necessary tasks and information can be shared between con-
nected devices via a network that follows standard protocols.
Internet of Things devices can be used for personal purposes
and to monitor patient operations, detect weather conditions,
identify or track animals, track cars, etc. [1].

There are many approaches like target security at a specific
layer, end-to-end security, etc. to cope with security issues
inthe loT paradigm. Recently, in [2], most of the security issues
found in different application, communication, data, and
architecture of any loT device is categorized. There are three
kinds of threats like hardware, network, and application
components. In [3], different key management systems and
cryptography algorithms have been discussed and compared.
A comparative study and evaluation of systems to detect
intrusion are done in [4]. Sicari et al. have discussed about
the different process followed to the information confidential,
a secure access in 10T systems in [5]. In [6], the issues related
to security occures in fog computing is described.

In this survey article, our main contributions can be sum-
marized as follows: |

1) A parametric solution of security thread.
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2) Classification and categorization of security issues in 10T
concerning its layer and the counteractions used to
address these issues.

3) Different solutions to resolve security issues.

4) The idea of blockchain-based security and analysis of
securing loT.

5) Future Directions regarding the possible solutions for
open loT security problems.

Section Il describes the security requirements faced by each
layer of the IloT architecture and the protocol stack
implemented through the 1oT. Section 1l categorizes the main
protection problems, while, section IV analyzes and highlights
a mapping of the proposed solutions. In Section V, we discuss
the research requirements and actionable responses that are the
main obstacles to protecting 10T before concluding the article
in Section VI.

Il. BASIC ARCHITECTURE OF IOT WITH SECURITY
CHALLENGES

A classic 0T architecture contains a number of sensors.
These sensors are interconnected through network. The de-
vices run in low power and use small memory. They also have
a limited processing capability.

Applications
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messaging

Authentication
and key
management

Transport

Physical devices

and
communications

Fig. 1. 1oT protocols and standards.

A. protocols and standards in 10T based systems

Fig. 1 depicts a layered architecture of the protocols and
standards commonly used in low rate wireless personal area
networks (LR-WPANS) [7]. Nevertheless, the currently
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evolved protocols are used in the low power wide-area-
network (LPWAN).

In the IEEE standard 802.15.4 for LR-WPANSs, the low-
level layers are roughly classified into two layers. They are
the physical Layer and the medium access control (MAC)
layer. The physical layer standards are related to the wireless
channels. Whereas, the MAC layer describes sets the protocols
for channel access and synchronization. Here, maximum trans-
mission unit (MTU) is often used. The size of an IPv6 with
respect to low-power wireless personal area network (6LoW-
PAN) is small. So, the adaptation layer is integrated above
the link layer. It leads to enrichment of communication of
the sensor node with IP-based capabilities. The RPL standard
helps to communicate between multi-points and single points.
With the help of an IPv6 network address, every device in 10T
is uniquely identifiable. For helping 6LoWPAN, the routing
Protocol can use in Low-power and Lossy Networks (RPL) [8].

The utility design in 10T contains person Datagram Protocol
(UDP) [9] for conversation because of a limited payload and
less complicacy than TCP. To manage messages, togetherwith
specifying unreachable vacation spots, and neighbor discovery,
6LOWPAN utilize the internet control Message Pro- tocol
(ICMP) [10]. The constrained software Protocol (CoAP)

[11] offers a model based on a upcoming request and its
corresponding response for low-strength and lossy networks
current in confined environments. In assessment to a wireless
WAN which calls for greater power to work with an excessive
bit-charge that supports low-energy communication with low
bit-rate. The LPWAN allows for a protracted range of commu-
nication. LoRaWAN protocol is used for conversation among
gateways and the quit devices at the same time. A 3GPP
protocol is used in LPWAN:S to is followed for communication
in the narrow-band IoT (NB-IoT). It also helps to provide an
indoor coverage as the usage of LTE spectrum. The Weightless
protocol makes use of three distinct standards for conversation
in LPWAN to support unidirectional, bidirectional, and low-
update and

power modes, respectively.
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Fig. 2. 10T device life-cycle security management.

B. Security required in 10T

The life-cycle for security management is shown in Fig. 2.
To deploy the 10T devices in a secure way, various parameters
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and mechanisms need to be computed as depicted underneath.

1) Data privacy, integrity, and confidentiality: The en-
cryption mechanism is required to ensure the secrecy of data
security as loT facts travel through multiple hops in a network.
The statistics stored on a tool are prone to privacy violation
via compromising nodes current in an 1oT network. Numerous
integration of services, devices and networks are the cause of
privacy violations.

2) Authorization, authentication, and accounting: Authen-
tication is required between two parties to secure communi-
cation in loT. A variety of authentication mechanisms exists
as there are a diversity present in the underlying environments
and architectures for 10T devices. The procedure to authorize
and authenticate are implemented to ensure a comfortable
conversation. Furthermore, an aid to audit and report is used
to provide a reliable mechanism for security of the network
control.

3) Single points of failure: loT-based infrastructure might
also expose a massive wide variety of single points of failure
because of the tremendous network growth of loT infras-
tructure. Improvement of tamper-proof surroundings for an
enormous number of 10T devices is necessary. This is the cause
of fault-tolerant networks.

4) Available services: Various attacks on 10T devices often
hamper services. Different strategies consisting of sinkhole at-
tacks, replay attacks, and adversaries jamming take advantage
of 10T additives at exceptional layers to deteriorate the high-
quality-of-service (QoS).

5) Efficient use of energy: The 10T devices generally have
a limitation in resource. The attack upon a 10T device often
cause a high consumption on energy. Generally, it is due to
flooding a community and also the 10T sources are often
exhausted using forged or redundant service requests.

IIl. DIFFERENT LEVELS OF SECURITY ISSUES

The 10T paradigm covers various devices and equipment.
It ranges from a small chip embedded in a living being or
any large system to large high-end servers. Therefore, it must
solve different levels of security issues. In the deployment of
loT architecture, three categories of security threats (Low-level
issues, Intermediate-level issues, and High-level issues) are
considered which are described in the following sub-sections.

A. Low-level issues

The security in first level involves the physical and data
link layers of communications and security issues at the
hardware level. Interference attacks on wireless devices on
the Internet of Things are aimed at degrading the network
by transmitting signals of radio frequency without adopting
a fixed protocol [12]. Radio interference seriously affects the
operation of the network and may affect the transmission and
reception of data by legitimate nodes, leading to system failure
or unpredictable behavior. The physical layer communication
should be protected to prevent unauthorized recipients.

Low-level witches and deceptive attacks. Sybil attacks on
wireless networks caused by malicious Sybil nodes using
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false identities to reduce loT functionality. At the physical
layer, Sybil nodes can use randomly falsified MAC values to
pretend to be different devices and, at the same time, aim to
deplete network resources [13]. Therefore, legitimate nodes can
refuse access to resources (Insecure physical interface). Access
to software through physical interfaces and testing / debugging
tools can be exploited (Poor physical security) by disrupting
network nodes [14]. Seizures of sleep deprivation Power-
constrained devices on the Internet of Things are often attacked.
Therefore, it causes the sensor nodes to stay awake [15]. When
enormous tasks are customized to run in a 6LoW- PAN
environment, the battery will drain.

B. Intermediate-level issues

In this level security issues involve routing, communication,
and session management in the loT network and transport
layer. Replay or copy attacks are observed due to fragmen-
tation. IPv6 packet segmentation is necessary for devices that
comply with the IEEE 802.15.4 standard by its tiny frame size.
The repeated fragments sent by malicious nodes will affect
the reassembly of data packets, making it arduous to process
other legitimate data packets [16]. It’s called the discovery of
unsafe neighbors. Each device must be uniquely identifiable in
the 10T architecture. The messages generated for identification
must be secure. Data must be transmitted to the device to
reach the designated destination in end-to-end communication.
Before data transmission, several steps must be performed at
this stage, such as address resolution and router discovery [17].

Since the nodes at the receiving end need to reserve buffer
space for reassembling incoming data packets. So, the attacker
can take precedence of this by sending incomplete data packets
[16]. Since incomplete data packets sent by the attacker take
up space, this type of attack will result in a denial of service
because other fragmented data packets are discarded.

The 10T systems that uses the IPv6 routing protocol of low-
power networks (RPL) become vulnerable to various attacks. It
is mainly triggered by infected nodes on the 10T network [18].
Attacks can lead to resource exhaustion and eavesdropping.

The attacking node responds to routing requests, so the data
packets are routed through the attacking node, and then mali-
cious activities can be performed on the 10T network [19]. Due
to wormhole attacks, network attacks will further aggravate
6LOWPAN operations. In wormhole attack, a virtual tunnel
is generated between the two nodes. Therefore, the packets
arriving at one node reach to the other node, immediately
[20]. These attacks have significant implications. It includes
invasion of privacy, eavesdropping, and service denial.

Similar to low-level hierarchical Sybil attacks, Sybil nodes
can deploy to reduce performance of the network and violate
privacy of the data privacy. Sybil nodes that uses false iden-
tities sometime lead to the spread of spam, malware, or the
launch of phishing attacks [21].

0T devices and users should authenticate through a key
management system. Any security breach at the network layer
or a large amount of overhead to protect communicationscan
expose the network to a large number of vulnerabilities
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[22]. For example, due to limited resources, it is necessary to
minimize the overhead of Datagram Transport Layer Security
(DTLS) [24].

End-to-end security at the transport level aims to provide

a security mechanism so that the desired destination node

can reliably receive data from the sending node [25]. It
requires a comprehensive authentication mechanism to ensure
secure communication of messages in encrypted form without
violating privacy while working with minimal overhead [26].

The use of spoofed messages for session hijacking at
the transport layer can lead to denial of service [28]. The
attacking node can impersonate the victim node to continue
the conversation between the two nodes. The communication
node may even need to re-transmit the message by changing
the sequence number.

Privacy disclosure in cloud-based 10T can launch different
attacks which may undermine identity and location privacy
in the cloud or network-based IoT with latency tolerant
capabilities [29]. Likewise, the faulty cloud service provider
based on which the 10T is implemented, may have access to
sensitive information.

C. High-level issues

Generally, High-level security issues are involved in the
different applications which are running on various devices
present on the 10T. Some major High-level security issues are
briefly described in the following.

The upper layers of 10T system that contains an application
layer are often attacked [31]. This application layer follows a
web transfer protocol named Constrained Application Protocol
(CoAP). This protocol is generally used to restrict the the DTLS
devices based on various security modes. In RFC7252 [11], a
specific format is defined for the CoAP messagesfollow. It
helps in encryption for secure communication.

There are various interfaces like mobile, web, and cloud
are often used to access the 10T system. These interfaces are
also often attacked and it may hamper the privacy of the data
severely [14].

The firmware or other security software of the 10T system
often become vulnerable. Some of them are listed in [14]. The
software and the codes written in JSON, SQLi, XML, and XSS
must be carefully tested to avoid the attack.

10T middleware is used to provide a smooth communication
between the heterogeneous entities present in the 10T system.
Therefore, the 10T middleware must be designed such that it
can deliver securely. Moreover, in some loT systems, different
interfaces need to be combined. In such cases, the middleware
environments should provide a secure communication [32].

IV. SOLUTIONS FOR DIFFERENT SECURITY ISSUES

The wvulnerabilities of different components like network
components, software, physical devices, firmware etc. causes
the security threats in loT. Inan 10T based system, usersinteract
with the mentioned components by using protocols that may
even break of the security. The treatment of security threats
reports the vulnerabilities observed in various layers
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to obtain desired level of security. Different protocols used
to deploy the mentioned components adds complexity to the
treatment. This section also highlights, analyzes, and gives
directs solutions for the security threats at low-level, interme-
diate level, and high level mentioned in the literature. The
comparative analysis include the threat parameters, detailed
implications, the affected layers, and corresponding remedies.

A. solutions for Low level security issues

The message collision or flooding the channels can be seen
in wireless sensor networks due to jamming attacks. Authors in
[33] proposed a method for jamming attacks detection where
firstly the strength of signal is measured for the extraction
of noise-like signals. The measurements are compared with
defined threshold values to detect attacks. Authors in [12]
proposed an mechanism for the detection of jamming attacks
which is based on computing successful packet delivery ratio.
To manage the jamming attacks channel surfing and spatial
retreats strategies have been used in the work mentioned in
[34]. Works mentioned through [35] stated that artificial noise
can be introduced in signals for secure communication.
Demirbas et al. in [36] proposed an method for the detection of
sybil attacks using signal strength measurement by employing
detector nodes for the computation of sender location at the
time of message communication. Xiao et al. demonstrates the
uses of channel estimation for sybil attack detection [13].An
another work mention in [37] highlights that the legalusers
and attackers can be distinguished by utilizing channel
response. It has been observed that generally the devices having
firmware, software access or providing utility tools for
debugging and testing suffers from improper physical security.
The OWASP provides guidance to enhance physical security in
0T devices [14]. The unnecessary hardware interfaces like
USBs those provides access to the device firmware/software
and are also not necessary can be avoided to improve physical
security. To increase physical security, the tools for testing and
debugging need to be disabled and the Trusted Platform Mod-
ules mechanisms should be included. To reduce sleep depriva-
tion attacks in wireless sensor network, a novel framework has
been mentioned in [15]. The described framework follows a
clustering technique where clusters are again subdivided into
many other sectors to avoid long distance communication and
thereby energy consumption is reduced.

B. solutions for Intermediate level security issues

The timestamp and the nonce option does well for both
unidirectional and bidirectional packets. The timestamp value
in the fragment helps in elimination of redundant advertise-
ment and redirection in the network. Whereas, nonce option
confirms the response to fresh solicitation. Authors in [16]
proposed a content-chaining mechanism to transmit the 1Pv6
packets fragments in 6LOWPAN. The fragments are verified
when its contents are added to hash-chain generation. Riaz et
al. have developed a security framework that helps in secure
neighbor discovery, authentication, key generation and data
encryption [17]. The Elliptic Curve Cryptography [38] can
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be used for secure neighbor discovery. The ECC public key
signatures help to find and locate the neighbor nodes. The
concepts of symmetric and asymmetric key management are
used so that the encrypted data can be communicated for node-
to-node security purpose. buffer reservation attack may block
the reassembly buffer of certain nodes and can be alleviated
by adopting split buffer approach where fragmented packets are
transmitted through short bursts [16]. In this procedure every
node tracks the completion status of a packet and also keep a
note on sending fragments. As a consequence, to avoid
overloading condition, a node is allowed to discard the packets
with low completion percentage or having huge variations in
fragment pattern. Dvir et al. proposed Version Number and
Rank Authentication technique to reduce adversary attacks
when used IPv6 routing protocol for LLN (Low power and
Lossy networks). This procedure uses hash fuction, MAC
function and digital signatures to authenticate version number
and rank. Weekly et al. proposed the remedy of sinkholeattacks
in [19] that is based on failover and authentication technique.
A one way hash function along with hash chain function was
used to verify the rank correspond to DestinationInformation
Object (DIO) message. A different approach to detect
wormhole attacks has been proposed by the authorin [20]
where broadcasting distances between neighbours are
measured in wireless sensor network. There are manymore
works for the detection and to avoid sinkhole attacks mentioned
in the literature through [39]. The sybil attacksis also a
severe threat to distributed and loT. Generally in social
networks, the creation of sybil identities are limitedby
including trust relationship. Sybil nodes can be detected using
social graph traversal using random walk or by adopting
algorithms like community detection [21], [40]. To secure
network layer of 6LOWPAN, Granjal et al. [22] introduced a
new dispatch type value. The authors have used the reserved
values for payload byte [41]. Among the 6 bits of such dispatch
type value, first 3 bits represent security header and the usage
mode, last 3 bits represents the type for addressing headers
(6LoWPAN). Depending on the cryptographic algorithms used
to extract information and the keys applied to process the
packet, a two byte Security Parameter Index has been used. To
secure loT against DoS, man-in-the-middle, and replay attacks
Mahalle et al. proposed a protocol in [23]. The DoS attacks
mainly arises due to the message sent from the attackers to
utilize the resources. The proposed Identity Authentication and
Capability based Access Control approach generates secretkeys
by utilizing Diffie Hellman algorithm based on Elliptic Curve
Cryptography. The capability based access mechanism firstly
verifies the two devices before any communication is made.
Moreover, the capability of the device is checked in prior to
perform the desired functionality. Kothmayr et al. [42],

[43] highlighted an efficient security procedure that follows
two-way authentication by using public key cryptography.
Zhou et al. in [29] highlighted an efficient authentication
technique for secure packet forwarding that aims to pre- serve
privacy of identity and location for cloud based IoT. Their
proposed method considered symmetric homomorphic
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mapping scheme to delay tolerant networks that lacks of
constant end-to-end connection and thus intermediate nodes
require to collaborate at the time of message transmission. To
provide end-to-end security at transport level, a lots of header
compression techniques are present in the literature. Raza
et al. [44] mentioned a method that compress the record of
DTLS and handshake headers along with various handshake-
messages so that it can fit within a 6LoOWPAN single MTU.
Shahid et al. have implemented Internet Key Exchange (IKE)
which is lightweighted and improves the key management for
6LOWPAN [27]. Generally, IPSec applies the IKE protocol
to manage keys. However, this protocol is not suitable in a
situation where there is constrain of resource devices. Hence,
the authors have introduced a compressed IKEv2 version that
uses compressed UDP format known as IKE header.

C. solutions for High level security issues

In order to provide security for Low-power and Lossy Net-
work working with Constrained Application Protocol (CoAP),
Brachmann et al. proposed approach in [30] that is basedon
TLS and DTLS. This approach works in a situation where
6LOWPAN Border Router makes connection with LLN for
accessing the devices in remote mode. The LLN nodes provide
the services to the clients working with CoAP and HTTP. To
ensure security for LLNs from attacks coming frominternet, a
mapping of TLS and DTLS has been proposed.The authors
in [45] have used a security model with 6LBR to filter
messages to ensure end-to-end security for loT basedon IP
networks. Sethi et al. have built a security model for CoAP
which is based on public key cryptography [31]. The
prescribed security model uses Resource Directory and MP
(Mirror Proxy). MP helps the server to provide servicesto the
requests at sleep state. Resource Directory lists theresources on
the server/endpoints. Key role of MP is to register the
endpoints, addition of resources in a resource tree, and to store
endpoint public keys. The client can access the resources by
using resource identifiers. Public keys that are transferred to
clients are used to authenticate data updating in subsequent
phases. Conzon et al. have shown the effective- ness of
VIRTUS- a middleware to secure distributed systems working
on loT environment [32]. This middleware follows a
communication technique that includes TLS, and SASL to
maintain data integrity, the XML stream encryption and
verification. Authentication technique confirms that the data
access and exchange takes places for authorized users only.
Authors in [46] built a standard architecture to help M2M
(machine to machine) communication in 10T environment.
They have mentioned an architecture that involves different
layers of security (environment, security functionality, and
abstraction). The encryption of resource contents must be done
with secure message exchange to provide M2M service layer
security.

V. CHALLENGES

The challenges associated during security implementation
of 10T devices has been discussed below.

A.
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limitations of Resources

The constrain in resource is a challenge in providing arobust
security mechanism in 1oT. Cryptographic algorithms must be
limited to work within this constrains compared to the
conventional paradigms. The exchange of keys, certificates,
storage, or energy requirements in broadcasting/multicasting
need to be well suited for effective implementation of com-
munication protocol with security mechanism in loT.

B. Heterogeneous devices

The implementation of multi layer security framework is
a challenging task when considering Heterogeneous devices for
both small low power devices and high end servers. The
implemented framework must be working well with existing
resources, selects suitable security protocols at loT layers
before providing service to the end user.

C. Single points of failure

When considered Heterogeneous networks, protocols, and
architectures, 10T paradigm faced challenge with Single points
of failure. Researchers need to explore more to ensure ade-
quate availability of 10T elements. It requires different stan-
dards and techniques to introduce redundancy by keeping a
balance between reliability and cost for the whole framework.

D. Hardware/firmware vulnerabilities

The loT architecture may face challenge due to hardware
vulnerabilities for low cost and low power devices. Hence,
along with physical malfunctioning, implementation of secu-
rity mechanisms in packet processing, hardware, and routing
needs to be checked before 10T deployment.

E. Trusted updates and management

To provide scalable and trusted management, software up-
dates to 10T devices is an open challenge to the researchers.
Furthermore, the issues concerning trusted and secure gover-
nance of 10T device ownership, data privacy and supply chain
are still open research problems and demanding solutions to
provide scale adoption for IoT.

VI. CONCLUSION

In modern days, the security of the 10T devices have become
vulnerable. So, the constrains of the resources of the loTdevices
needs to be updated. A robust hardware for security must be
included. A software may also be designed for better security.
This paper depicts a brief survey and review of the primary
security issues of any loT system. These issues are categorised
depending on the loT layers into three levels i.e. low,
intermediate and high level. The mechanisms suggested in the
literature to solve these issues are also discussed in this paper.
The future scope and open research problems are also
addressed here in this paper.
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